Computer Law Outline: Isenberg, Fall 2004


I. First Amendment

a. COPA – Child Online Protection Act: 47 USC §231
i. Penalty:  Fine and imprisonment for knowingly posting content harmful to minors on the web
ii. Affirmative defense:  1) Web speakers who require credit card, debit, online ID, 2) digital certificate, or 3) other reasonable measures feasible to ensure children are not accessing the content 

iii. Community Decency Standard is NOT overbroad (particularly to speakers who disseminate material to a national audience): “Average person, applying contemporary community standards, would find, and with respect to minors… is designed to appeal to the prurient interests”
iv. Case challenged on First amendment claims because less restrictive methods to achieve legislative intent were possible than those required by the law 
v. Filtering technology may be more effective than COPA – those speakers outside US, all porn, customizable
vi. Chilling effect outweighs need for COPA when the filtering technology is a viable, even if not perfect option, congress can encourage use of filters 
b. Child’s Internet Protection Act (CIPA)
i. CIPA puts restriction on libraries receiving federal funding for technology if they allow porn on their internet terminals
ii. Ct held OK to filter content; does not chill speech; libraries didn’t carry porn before the internet, why now; over-filtering medical or artistic content not esp important because patron can ask to remove sire from blocked list – doesn’t matter if you are embarrassed; 1st amendment protects press from gov’t intrusion on speech – not the other way around, gov’t speech can be censored; denial of funds is not punitive, the gov’t doesn’t want to subsidize the actions of library to provide porn – not what the money is for 
c. Communications Decency Act of 1996: 47 USCA §223(a)
i. Violation:

1. No knowing transmission of obscene or indecent material to under 18 via “telecommunications device”
2. No knowing sending or displaying of patently offensive messages in a manner making it available to under 18

ii. Affirmative Defense

1. Good faith actions to restrict access by minors 

2. Access restricted by requiring proof of age (cc/adult ID#)

iii. CT HELD TOO VAGUE – Reno v. ACLU
II. Copyright Law
a. 4 Fair Use Factors
i. Purpose and character of use: If it is for enhancing public info gathering, then fair use; not fair use to exploit or stifle creativity – can’t promote or sell without permission
ii. Nature of the Copyrighted Work: Creative purpose versus fact-based use; thumbnails in a search engine are fact-based; already published is fair use b/c artist has had expression of his wk 
iii. Amount and Substantiality of Portion Used: Extent of permissible copying depends on the nature on the purpose and character of use; if secondary user only copies enough to meet intended use, then not a factor against the second use – lower resolution of a thumbnail is not a substantial portion of an overall high-resolution image 
iv. Effect of the Use Upon the Potential Market for or Value of the © Work 

1. Extent of market harm on the owner of work + if widespread conduct of this type would result in a substantially adverse impact on potential market for original work 
b. Linking to © Images or Materials = Direct infringement because it is public display of another’s protected work 

i. Providing links to full-sized images and not only the thumbnails harms an artist’s potential markets 
c. ISP and Access Provider Liability

i. Direct Infringement: No intent req’d for direct infringement

1. Must show ownership 

2. Must show infringer violate at least one exclusive right granted to © holder under 17 USC §106

ii. ISPs who allow their users to access BBS and post content are not liable for what they post – main issue is whether ISP controls content posted by users 
1. Copies made in RAM of a computer are not copies made in order to distribute and thus not direct infringement 
2. ISP is only the conduit for direct infringer to post or upload infringing material

d. Digital Millennium Copyright Act: 17 USC §512

i. ISP does not have to provide user names to RIAA under the subpoena requirement in DMCA when the infringement is P2P because ISP is only acting as a conduit; plaintiff cannot provide notice sufficient for ( to identify content on P2P users’ computers to comply with a DMCA subpoena 
ii. Safe harbor [relief of damages and most equitable relief] for ISPs 
1. Invoked by:

a. Adopt, implement and inform users that ISP will terminate account of infringers 

b. Technical measures for © owners to identify and protect © works 

c. Designate agent to receive notification of claimed infringement – register agent with © office 
2. Protection From: 

a. Transmitting, providing connections for internet users who infringe 

b. System Caching - Intermediate and temporary storage of data 
c. No liab for infringing data stored on system by user when ISP doesn’t know, financially benefit from, and expeditiously removes infringing material/deny access to infringers
d. Having a site directory subject to §C above 

iii. Anti-circumvention Regulations (e.g., DeCSS movie decrypting program)
1. Illegal to offer to the public or provide in a technology that…(anti-trafficking provision)
a. Linking to and encouraging mirror sites of such programs is functionally equivalent to distribution of the trafficked SW
i. Linking is only contributory when 1) knowledge that the illegal SW is on the linked-to site, 2) know that the SW is illegal circumvention SW, and 3) create or maintain the link for purpose of disseminating the illegal circumvention SW 
2. Illegal to facilitate counterfeiting by stripping the identifying information from protected works 
3. No development/distribution of technology designed/produced for the purpose of circumventing a technological measure used by © owner to protect their works
4. Defenses: Reverse engineering OK in order to provide interoperability between the reverse-engineered program and some other program, also security testing, good faith encryption – distribution of the reverse-engineered program is limited to that use 
iv. Contributory Infringement – P2P/Napster Case
1. Knowledge – actual or constructive; Sony does not apply when one knew or had reason to know (Sony not exactly the same as Napster case on the potential non-infringing use issues) 
2. Material Contribution – if the party materially contributes to the infringement by enabling users to continue infringing (i.e., enable them to locate and download MP3, failure to cancel infringing user’s account)
v. Vicarious Infringement – Similar to Respondeat Superior 

1. ( liable when has a right and ability to supervise infringing activity and also has a direct financial interest in such activity
2. ( not liable when actions decentralized and ( does not monitor, offer content – only offers the P2P program – Grokster
e. Pop-up Ads – www.1800contacts.com v. WhenU.com
i. Pop-up ads obscuring view by opening in front of a browser does not infringe TM or create a derivative work b/c does not add to or delete from the original work in a fixed form since it is the whole viewable display which is not fixed together
III. Trademark Law
a. Infringement

i. Burden – use of another’s registered mark (prima facie evidence of validity of mark) + use is likely to cause confusion [infringement not same as dilution – dilution only for famous marks]
1. Use – use of another’s mark as trigger for search engine [WhenU uses 1800contacts.com as a trigger to its customer advertisers = use]
2. Likelihood of Confusion – no need to show actual confusion, even initial interest confusion is actionable, e.g. using metatags with TM info to create likelihood of confusion or initial interest [Moviebuff case]
a. Polaroid factors – use these when analyzing confusion

b. False designation of origin likely to cause confusion 
3. Not likelihood of confusion if Fair Use 

a. Nominative – you are naming their product or indexing the content of the website [Playboy case; distinguishes that Moviebuff is different than movie buff – one is nominative one is descriptive]
i. But in Playboy, she could not use PMOY ’81 as the wallpaper without her own name attached b/c then it is not nominative as to her and it is protected use of the mark
b. Comparative advertising 
b. Anti-Cybersquatting Protection Act (ACPA): 15 USCA §1125d
i. Elements:

1. Bad faith intent to traffic in or profit from a protected mark
2. Registration of a famous mark is commercial use even if the use of the mark was not attached to a product – precludes the rightful owner from using it 

ii. Alternative to ACPA = UDRP – Uniform Dispute Resolution Process 
1. Bad faith must be proved by the complainant 
2. Compulsory for domain disputes 
3. Decision limited to transfer of domain

4. Loser has 10d to go to court to challenge the transfer of their domain
5. Decisions Generally:
a. Typo-registrations that incorporate a TM are usually found to be in bad faith [e.g., MSINSTANTMESSENGER.COM or AOLINSTANTMESSENGER – Ticketmaster v. Hicks, AOL v. Zuccarini
b. Proper Names [e.g. Springsteen case] – proper names may have common law rights to the name, and as long as ( didn’t register all domain extensions [.com, .net., .org, etc.] then ( is not precluding P from using his proper name 
6. Factors of UDRP Claim

a. Legitimate TM right by complainant 
b. Identical or confusingly similar domain name

c. Absence of a legitimate right by respondent 
d. Bad faith (evidence by reg. mult names, demand money to relinquish them, provide false addr info on reg)

iii. UDRP v. ACPA

1. UDRP less expensive than traditional litigation

2. UDRP available only for gTLDs and certain ccTLDs, no hurdles with jurisdiction, ACPA needs in personam/in rem jurisd. but hard to serve (s out of country 
3. Both need bad faith
4. Both identical/confusingly similar req 

5. UDRP takes 60 days v. TRO for ACPA
6. ACPA can get damages but only transfer of domain for UDRP

7. Fees cost less for UDRP v. attorney fees for ACPA
8. UDRP – no famousness hurdle to overcome
9. ACPA – even if legitimate interests, can still get damages and join other claims (infringement, dilution)
10. UDRP – never know experience level of panel and still have to go after other claims outside of ownership of domain 
c. Federal Trademark Dilution Act: 15 USC §1125(c) – [Avery Dennison case]
i. Burden: [Panavision case]
1. Famous mark

2. Commercial use by ( of the mark – AS A MARK, capitalizing on its status/trading on good will of the mark 
a. Internet messages generally meet the “in commerce” requirement because diminishes P’s right to offer their svcs

3. ( used mark after became famous

4. (’s use of the mark dilutes quality of the mark by diminishing capacity of the mark to identify goods/svcs [dilution only applies to famous marks]
ii. Injunctive relief 

iii. Famousness Factors:

1. Registration not always = distinctiveness 

2. Surnames must have had acquired secondary meaning as distinctive 

3. Use by others of the same name

4. Overlapping channels of trade 

5. Worldwide use of a mark is not per se famousness 

iv. Cybersquatting Dilution: diminishment of the capacity of the plaintiff’s marks to identify and distinguish goods/svcs on the internet 
1. .net and .com – finder of fact would have to consider 

2. Tarnishment – finder of fact would have to consider 

a. Happens when a famous mark is associated with an inferior or offensive product/svc 

v. Likelihood of Confusion: Determined by the Polaroid Factors 
d. Defenses:

i. Parody [PETA.org v. People Eating Tasty Animals]: Factors are
1. Lacks of confusion to make its point 

2. Conveys two simultaneous and contradictory messages:

a. It is the original, but

b. That it is not the original but a parody
ii. First Amendment Exception

1. Use of a mark as speech is allowed when it is communicative and not when it is used to identify source of a product 

2. Free speech does not extend to labeling or advertising products in a manner that conflicts with the trademark rights of others 

IV. Privacy

a. Computer Fraud and Abuse Act
i. Permits recovery by those who suffer damage (in amt of $5000 by a single act of () by impairment to integrity to data on a system
b. Stored Wire and Electronic Communications and Transactional Records Act
i. Can’t access a facility through which an electronic communication service is provided [prevent hackers from accessing data centers]; not applicable to individual home computers ( facilities
1. Concerns data in transit – not data stored on hard drives [thus not for websites – e.g., the pilot case posting on pw-protected BBS]
2. E-mail can not be part of wiretap act
c. Wiretap Act Exception – as long as one party knows of the interception

i. 3rd party authorized by one of the parties to obtain info RE the conversation – e.g., health website allows 3rd party providers to put monitoring session cookies on visitor’s computers – part of registration agreement; but consider HIPPA where health-specific info is specially protected for privacy 
d. Employees
i. No reasonable expectation of privacy for employees’ email

1. No action for wrongful termination when at-will employee fired for e-mailing inappropriate comments/materials over company e-mail; but can bring claim when termination violates a clear mandate of public policy 
ii. No reasonable expectation of privacy for blogs/BBS of employees 
1. Even when the info is password-protected or membership based

2. EE does not know who may access the info – could be co-worker or someone who knows co-worker 

e. Child Online Privacy Protection Act (COPPA) – violation of reqs = FTCA violation 
i. No info may be gathered about kids < 13

ii. Protect confidentiality of kids’ info accessing site

iii. Verifiable parental consent 

iv. Can’t condition kids’ access on providing more info than is reasonable

f. Online Memberships

i. Can’t misrepresent to ppl that their info will be private when it isn’t 

ii. Can’t misrepresent to ppl that their info wont be sold when it will be 

iii. Have to make the info RE privacy policies reasonably easy to access 

V. Contracts

a. Shrink-wrap
i. UCC §2-207: additional terms on a box-top shrink-wrap license will not be incorporated into a K b/w parties when the addition of the term materially alters parties’ agreement – K only includes the terms the parties agreed to – additional terms require EXPRESS ASSENT
1. This is only relevant when the shrinkwrap includes very diff terms b/c material alteration – doesn’t come in 
2. Box-top forms are additional forms in a “battle of forms” analysis 
ii. UCC §2-206: acceptance of shrink-wrap – enforceable so long as SW vendor allows return of the SW once they buy and review license 
1. §2-206(1)(b): after oppty to inspect failure to reject means product acceptable under terms of purchase 
iii. Shrink-wrap not a K of adhesion: adhesion generally enforceable unless unconscionable, inequality of bargaining power, other factors present 
iv. Course of dealing where a party continually ignores a shrink-wrap license will not modify the terms when you could have enforced the K 
1. May have master agreement or site license 

2. May have renegotiated terms outside of packaging used for product 

b. Click-wrap

i. Contract offeree does not manifest assent to click-wrap terms located on a web page where those terms are not conspicuous to the purchaser/offeree 
1. Can’t hide the terms on the bottom of the page
c. Limited Warranties

i. Limited warranties contained as part of SW or HW product bundles are enforceable when consumer may rescind acceptance of terms of the warranty 

ii. Magnuson-Moss Warranty Act: 15 USC §2302(b)(1)(a): requires vendor to provide warranty in writing upon request 
1. Can also usually inspect and use computer for 30d – after which terms deemed accepted by the consumer
d. Implied Warranty of Fitness/Merchantability:
i. Computer system sales are sale of goods under UCC and implied warranty of fitness for particular purpose/warranty of merchantability apply
e. Self-Help Incorporated in SW: SW vendor may include self-help deactivation features, such as deactivation, when included in the terms of the license of the SW
VI. Patents: 35 USC §§101-103, 112
a. Requirements for a patent:
i. Patentable subject matter

ii. Novel in relation to the prior art as of time of invention

iii. Application filed within one year of public disclosure/use/sale
iv. Non-obvious to a person skilled in the art 

v. Enable through written description including the best mode
b. Particular to SW

i. Embodied on computer readable medium 

ii. Functional

c. Infringement of Patents: literal, doctrine of equivalents, contributory
i. Contributory: can’t give someone elements of a patented product with instructions on how to make it, inducing someone to infringe 
d. Case Holdings: 

i. Algorithm alone is not patentable on its own
ii. Embedded SW process of curing rubber that contains a mathematical algorithm IS patentable when the claims as a whole under §101 and the algorithm is not claimed
iii. Main thing is whether there is a useful, concrete, tangible result 

VII. SPAM

a. CAN-SPAM Act 

i. Main violations:

1. No false or misleading header info [deceptive practices, etc.]
2. No deceptive subject lines

3. Recipients must get an opt-out method

4. Commercial e-mail must be identified as an advertisement and include sender’s valid physical postal address 
ii. Penalties

1. $11000 for each violation
2. Can’t harvest e-mail addressed from websites 

3. Can’t register for accounts using automated means in order to send spam from those accounts

4. Can’t use another computer as a relay computer to send out e-mail without permission

b. Trespass to Chattels: actionable when intentional use of other’s proprietary computer equipment exceeding owner’s consent
i. Intentionally and without authorization interfered with P’s possessory interest in a computer system
ii. Use damaged P [does not have to be physical damage, can be monetary damage]
iii. ** Web Robots that do not honor a server’s Robot Exclusion Headers [robots.txt] are trespassing since they know or should have known that their access was prohibited 
c. States’ Anti-spam Laws: requiring specific actors within its boundaries to comply with regs does not regulate or control interstate commerce 
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